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Description

The SOAP-based interface provides connection between SoftWLC components. NBI is used to support the work of the following services: Admin Panel,
Portal Constructor, PCRF. It also allows conducting integration with higher OSS/BSS and generating TLS autorization certificates.
To install NBI, deploy eltex-axis package and then eltex-radius-nbi package (follow the order to avoid problems with the service operation).

Starting/stopping procedure

The interface works with tomcat (version 7 and higher), so no specific commands are needed.

Configuration

/etc/eltex-radius-nbi/radius_nbi_config.txt
the file contains parameters for connecting to SoftWLC services.

® Settings for MySQL database connection. Different parameters can be used for different databases (connection to ELTEX_PORTAL database
should definitely be set in the end of the file). As an example, connection to radius database is considered:

# DB radius(alias=radius)

radi us.jdbc.driver=org.gjt.nmnysql.Driver

radi us. j dbc. dbUrl =j dbc: nysql : / /1 ocal host/radi us?

zer oDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00

radi us. j dbc. user nane=j avauser

radi us. j dbc. passwor d=j avapasswor d

radi us. j dbc. maxPool Si ze=48

radi us. j dbc. i nUse=yes

® northbound EMS connection required to send commands to eltex-ems service:

# ems-northbound

ens. nbi . host=127.0.0.1
emns. nbi . port=8080

ens. nbi . pat h=nort hbound
ens. nbi . protocol =http

® SSH connection to eltex-auth-service is needed to restart the service if NAS table is changed via Admin Panel.

# el tex_auth_service
aut h. port =22

aut h. host=127.0.0.1
aut h. user nane=user name
aut h. passwor d=passwor d

® SSH connection to eltex-radius needed to restart the service if NAS table is changed.



# freeradi us-domain-1

freeradi us-donmuai n- 1. port =22

freeradi us-domai n- 1. host =192. 168. 0. 1
freeradi us- domai n- 1. user nane=user nane
freeradi us- domai n- 1. passwor d=passwor d

® tomcat address available for Admin Panel users. It is used to generate TLS certificates for users and to provide links to log files.

# toncat url
tontat. host=127.0.0.1
tontat . port =8080

® Address for downloading user TLS certificates. This should be an address of a server available for external network users.

# toncat url
tontat. host=127.0.0.1
tontat . port=8080

® Connection to PCRF:

# pcrf stuff

pcrf. enabl ed=true
pcrf.url=http://1ocal host: 7070
pcrf. username=adni n

pcr f. passwor d=passwor d

® Connection to pcrf database of MongoDB cluster:

# pcrf nongodb connector
pcrf. mongodb. enabl ed=t r ue
pcr f. mongodb. uri =nongodb: / /| ocal host: 27017/ pcr f

® Connection to wifi-customer-cab database of MongoDB cluster:

# wifi-custoner-cab nongodb connect or
wi fi cab. mrongodb. enabl ed=t r ue
wi fi cab. nongodb. uri =nbngodb: / /| ocal host: 27017/ wi fi - cust oner - cab

® Settings for SORM2 database connection (Mongo):

# El tex. SORMR. replicator MongoDB 'sornR' connect
sor n2. nongodb. enabl ed=f al se
sor nR2. nongodb. uri =nongodb: / /| ocal host: 27017/ sor n2

® Connection to SORM2 service:

# Eltex. SORMR.replicator host to use API
sor n2. enabl ed=f al se

sornR. url =http://Iocal host: 7071

sor nR2. user nanme=adm n

sor nR. passwor d=passwor d

® SORMBS functionality activation. Verification of Name and Telephone number fields is enabled for an operator when working with Wi-Fi users'
accounts. Name and Telephone number fields become compulsory.



#lt enables records export to SORMB while editing wifi users
sor nB. enabl ed=f al se

® Setting a timeout for statistics loading in Admin Panel. Timeout is set to 90000 ms by default.

# wi fi-custoner-cab request settings
wi fi cab. ti meout =90000

Configuring hikari cp
hikari cp connection pool is used for interaction between eltex-radius-nbi and MySQL database.

Connection tineout;

connect i onTi meout =15000

Access validation tinmeout should be shorter than connecti onTi neout ;

val i dati onTi neout =3000

Idle timeout. It should be in the range from 10000 (10 seconds) to 600000 (600 seconds);
i dl eTi meout =30000

M ni mum nunber of free connections in hikari cp.

m ni mum dl e=1

Command documentation

Relevant command documentation can be found in eltex-radius-nbi package. It becomes accessible after the package is downloaded via http://localhost:
8080/eltex-radius-nbi/asciidoc/

WSDL file is available on http://localhost:8080/axis2/services/RadiusNbiService?wsdl

(replace localhost with ip address of a server with NBI)
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