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Hocryn Homep CraTtyc VAP Broadcast S...| VLAN-ID SSID MAC Domain Pexum Geso... | Captive port...| Craryc Clien...| C
Papno unTepdeicul 0 down 1 te2 E0:D9:E3:70:3... [root plainText wlanObssvap0  |on off
BUpTyankHbIe TOYKH foCcTyna

Y holder data 1 down 1 tel E0:D9:E3:70:3... [root plainText wlanObssvapl  [on oft
Global RADIUS 2 down 5 FREE E0:D9:E3:70:3... [addrl root plainText wlanObssvap2  |on off
QoS. Main 3 up ] ENTER E0:DS:E3:70:3... |winad.root 'wpaEnterprise |wlanObssvap3 [on off
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letc/eltex-radius/local.conf

# Proxying
proxy_aut h=1

proxy_domai n_r egex="wi nad. r oot $"
proxy_host ="i p_addr ess_w ndows"

proxy_port=1812

proxy_secret="el tex"
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M Jucnetdep cepeepos

[uncneTuep cepeepos * [laHenb MOHUTOPUHIA

Bac npMBeTCTBYET AUCNETUEP CEPBEPOB

Manens MOHWTORWMHIa

B NokancHeld cepeep

iiF Bce CepBEPbI o
HGCTpOMTb 2TOT NOKaibHbIKM CEpBep

ii Dainoesie cayxKBObl U ... P

2 [loGaBWTb ponM 1 KOMNOHEHTbI
3 /[lobaBuTth Apyr1e cepsepsl ANA YNpaBaeHns
Yro Hosoro
4 Co3faTe rpynny CepBepoB
5 TloAKNHUMTE 3TOT CepBep K 00aauyHbIM CnyxOam
MogpobHee
[z MacTep A0hasneHMa pone W KOMNOHEHTOE — O *
KOHEYHEIA CEPSER
[lepes Hauyanom paborsl kig

3TOT MBCTEP NOMOXET EaM YCTAHOSWTE ponw, CryBe panei wan komnorenTsl. OnpeaenuTe, uTo
HY3HO YCTEHOEMTE, Ha OCHOSAHMW NoTPEBHOCTER CEoS OpraHWsaLMK, TaKvx Kax 0DWWMA JocTyn K
THM yCT2HOBEM ACKYMEHTAM MAW paIMellenne seb-caiTa,

Mepes HauanoM patoTkl

Beifop cepespa .
Yrobel yaaneTe ponw, cnyxBsl pOAed WAKM KOMNOHEHTEI:

3amycTiTh MACTEP YAANEHMA PONEA M KOMMOHEHTOE

Mpexae yem BB NPoACIHNTE, YOSAMTECE, YTO BRINOAHEHE CNEAYIDWWE 3234M:

® ¥UYeTHAA 3aNKCE 34MMHMCTPATOPE 3AWMILEHE HEAEKHEIM NaposM
* HacTpoeHsl ceTeBsle NnapaMeTpal, TakWe kak ctatudeckue [P-agpeca
* Yeranosnensl HoseduKMe obHosnenma BesonacHocm w3 Llentpa obnosnenya Windows

Ecnw Bam TpEﬁy’ETCFI NpPoSEPWTE, EBINOAHEHEI AKX kakwe-nnGo npeguecTeyrowue HEDﬁXDﬂ,MMhIE
YConoBKA, 3BKPOI::ITE MaCTER, BbINCAHKUTE HEG'EI}(D,D'HMbIE' wark W 3anycTiTe MacTep CHoOEAa.

Yrobel npogonsxTs, HaxmuTe KHonky "danee",

[] Mponyckats 3Ty cTpaHmrLy Mo yMORHEHUD

< Hazapg Hanee = YeTaHoEWUTE
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[z MacTep gobaeneHna poned M KOMNOHEHTOE = O

KOHEYHSIA CEPSER

Boibop Tvna ycraHoBKkK it

BhlﬁEpHTE THN YCTaHOBKM. Bl momeTe YETAHOEWTE POAWM W KOMMOOHEHTH Ha pﬂﬁ-GTEI-CILuE'M d)HBMHECICCIM

Mepeg Hauanom paborel .
KOMNBHITEDE, Ha BUPTYANbHOW MALWWHE MAKM H3 3ETOHOMHOM BWPTYANEHOM HECTKOM AWCKE [VH D}

THN YCTAHOBEM

®) YcraHoEKa ponieii WM KOMAOHEHTOB
Brifop cepeepa . . .
HacTpoiite oguH cepsep nyTem gobasnesna ponel, cnyxb ponel 1 KOMNOHEHTOE,

) ¥cranoeka cnymb yaaneHHbIx pabounx cTonos

Ycranosure cnykbil poneid ana vndpacTpykType BMpTyaneHsx pabounx cronos (VDI), utobel
CO3AETs PASEEPTHIEAHWE HA OCHOEE EMPTYANbHAIX KOMMNBIOTEROS WK CEAHCOE,

< Hazapg | | Hanee = YeTaHoBUTE eHa
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[z MacTep gofaeneHua poned M KOMOOHEHTOE

Boibop uenesoro cepBepa

Meped Hz4anom padoTel

THN YCT2HOBKM

|

Ponwn cepaspa

KomMnoHeHT:

= O x

KOHEHHSIA CEPEER
skfg

BmBepure cepeep AW BUPTYaNEHER XeCTKMIA JUCK, Ha KOTOPOM BYAYT YCTAHOBNEHE! POAKM W

KOMMOHEHTEL

(®) BubepuTe cepeep us myna cepEEpoOE

() BuifiepuTe BMPTYanbHbIA RecTkMii guck

[lyn cepeepoe

DuneTp:

IP-agpec

169.254.129.199,192.163.84.170

OI‘IEPELI,I!‘ICI HHaA CHUCTEME

Mabkpocodt Windows Server 2016 Stz

Haigeso komneoTtepos: 1

Ha sTol cTpanuue nokasaxel cepeepsl nog ynpasneduer Windows Server 2012 wan Bonee Hosoro
epinycka Windows Server, koTopsle Boinu goBasneHs € noMmolle Komanas "lobasuTe cepsepul” B
AMCNETHepe CepEepos. He BHIBOAATEA GBTOHOMHEIE CEPEEPHI M 400SBNEHHEIE HOBLIE CEPEEPS!, AGHHEIE
€ KOTOpPHIX NMOK3 MOAHOCTEHY HE MONyYeHbl

< Haszag | | Hanee =

(D !

" Active Directory".




Maped Hayanon padoTel
THM YCT2HOBKKM

Brifop cepeepa
KOMNOHEHTE

AD DS

MoATEEpHKASHWE

i L
[z MacTep goBaeneHud poneli W KOMNOHEHTOE - O x

KOHEYHSIA CEPSER

Boibop poneit cepeepa g

BmBepuTe oaHy MAWM HECKONBKO PONER ANA YCTAHOEKM HA 3TOM CEpEEpe,

Ponn Onueanue
[] DHCP-cepsep ~ Homenrsie cnyxbe Active Directory
] DNS-cepsep (AD D5) xpanaT ceegeHua ob
] Hyper-v obbEKTaX CETH W AEN3FOT KX
[] Arrecrauma paBotocnocoBHocT yeTpolicTs ACCTYMHEIMU 22 NONL30EATENAM W
[] Beb-cepsep (IIS) AAMWHMCTPETOPEM. C NoOMOLbD
flomeHule cryxbil Active Directo R s OSSR MEHIEIEIE

|| Peskum Windows Server Essentials cnyxBel Active Directory

(] Cnyx6a oneiyHa yzna NpeAoCTAEARKDT NOAL30EATENRM

[] ChysscBrl Active Directory onerdenHoro 4ocTyna « ADCTYT K paspelleHHEIM PECYpCamM B
] Cayscel MultiPoint CETU HA OCHOEE EAMHOTD EXOAA B
[] Caysbel Windows Server Update Services CACTEMY

[[] Chyschinl axTMEaLNN KOPNOPETHEHEIX AMLEHZMA

[ Crysbel newati v gokymeHTos

[] CayxEel nonwmikur ceti v gocTyna

[ Chyscbnl pazeepreisarns Windows

[] Caysbel ceprudukaros Active Directary

[] CaysEel yaanernsx pabouu cTonoe

[] ChysBml ynpaeneHna npasamu Active Directory

[ CrvsBel deaepaunm Active Directory w

< Hazag || Danee = YcTaHoEWTE
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[fz MacTep gobapneHna poned M KOMNOHEHTOE

JoBaEnTh KOMMNOHEHTHI, HECBXOAWMMbIE ANA
JomenHble cnyxbol Active Directory?

Bol He MoxeTe ycTaHoBWTe JomerHele cnyxbel Active Directory,
ECAW TAKCKE HE YCTAHOBNEHBI CIEAYHME CRY#Ehl poneid wan

KOMNOHEHTEL.

4 CpepcTea yAANEHHOTS 3AMUHWCTPWPOESEHWA CEPSEpa
4 CpepcTea agMMHWCTPUPOESHMA poned
4 Cpegcrea AD DS w AD LDS
Maogyns Active Directory ana Windows PowerShell
4 Cpepcrea AD DS
[Cpeacrsa] UeHTp agMuHUcTprposaHKa Active Dire
[Cpeactsa]l OcHaCTKW W NporpaMmMbl KOMEHAHOR CT|

[Cpeactea] ¥YnpasneHWe rpynnosod NoAKTAKCH

£

BxnrounTe CpefcTEa YNPEsAeHWA (2CIM NPMMEHKMD)

JoBaEWTE KOMNOHEHTEI OmaeHa
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[z MacTep goBagneHua poned M KOMOOHEHTOE

Boibop KOMMOHEHTOB

Meped Ha4znok padoTel

THM YCT2HOBKW

KomMnoHeHTEl

Brifop cepeepa

Ponw cepespa

AD DS

CyxBa CepTMRHKaLMA A
CnyxBel ponei

CayxBEl NOAMTHEKN CETH H...

MoATEEpH ASHME

O

[] Direct Play

[] Enhanced Starage

[] 110 Quality of Service

] Media Foundation

] Multipath /0

[] gqWave

[] RPC uepes HTTP-npoxcu

[] SMB Bandwidth Limit

[] SMTP-cepeep

] TFTP-kavenT

[] Windows Identity Foundation 3.5

m] Windows PowerShell (YcraHoeneno 2 vz 5)
] WINS-cepeep

[ ] Banancupoeka ceTesoil Harpysku

[] Brometpuueckas natdopia Windows
[] Brytpennas Gasa gatkbiy Windows

[] BrytpunpousccHoe seb-sapa 15

[ Knuest Telnet

- d =

KOHEHHSIA CEPEER
ekfg

BhIE'EPHTE CAMH WK HECKONBKD KOMOOHEHTOE ANA YCTAHOEKMW H3 3TOM CEPEEPE.

Onucanwme

BranchCache ycranasaueaet
cnyxBel, TpebyemMele ANA HACTPORKK
KOMMBIOTERA B KAYECTES CEPEEpa
Pa3MEEHHOMD K3WWa WAK CEpEEpa
COAEPHUMOrD C NoAAepXKOH
BranchCache. Ecam Bei
pasEepThIESETE CEPEED
COAEPHUMOrD, Mo TakKe
HEoBXOANMO HACTPOWTE AME0 KaK
seb-cepeep HTTP, nubo kak cepeep
MPHATHKEHWA Ha OCHOEE $OHOEOH
WHTEANEKTYANLHOH CAyxOml
nepeaauw (BITS). Y1obel passepHyTb
hainoeslid cepeep ¢ NnogaepxKoi
BranchCache, ycranosuTe ©
NOMOLLLH MacTepa AobaBneHua
poneli ponks cepsepa "daiinossie
cayxBel” co cmyxbany poned
“Qadnoenii cepeep” v "BranchCache
ANA CeTeBbIX $ainos”.

< Hazag |

| [Nanse » |
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[a Mactep gobaeneHna poned M KOMNOHEHTOE — O *

[omerHbie cnyx6bl Active Directory e

=kfg

Mepaa Hauaom pabors Homennbie cnyxtn Active Directory (AD DS) xpaHaT ceegeHna o NoNES0EATENAY, KOMMBIOTEPEX 1

ApyThx yoTpodcTeax cev. UHK NOMOTAT aAMWHWCTPATOpaM DE30NACHD YNPABNATE STUMK CESASHUAMK

Tun yCTaHoBKK W yNpowanT obWid 4ocTyn K pECYpCaM M COBMECTHYC paboTy nonssceatensi.

Buibop cepsepa Ha uto obpatuTe EHMMaHKE:

P/ cepaepa * UYrobul NonssoEaTEAM MOTAW EXOAMTE B CETE B CAYYAE OTKAIOYEHWA CEPEEPE, YCTAHOBWTE B KAXAOM
¥ FEEPa, V! A

KoMNOHEHTS AOMEHE KaK MHMHMMYM ABa KOHTPOANERa AOMEHE.

* fomeHHbie cnyxtel Active Directory TpebyroT Hanmuma & cetk yeranoeneHHoro DNS-cepeepa. Ecam

DNS-cepeep He ycraHoeneH, ByAST NpeAnoxeHo ycTaHoBWTE pons DNS-cepeepa Ha ganHom
MNoaTeep# AeHKe KOMRBHOTERE.

OrgensHan seb-cmyoxba Azure Active Directory npegocTaEnaeT NoAs30BaTENAM
BOSMOMHOCTE YNPOLLEHHOTC YNPEENEHUA YAOCTOEEPEHUAMM 1 AOCTYNOM, OTHETHOCTE O
6e30NacHoCTH, eAWHBIA BXOJ B 0BNaK0 W NOKaNbHble BEB-NPUACKEHWA.

AononHuTensHbie ceegeduA o Azure Active Directory

Hacrpoiika Office 365 ¢ nogknrouermem Azure Active Directory

< Hazag || Janse = YcraHoBUTE
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[z MacTep goBasneHMa poned M KOMOOHEHTOE

O >

KOHEHHSIA CEPEER

HO,[I,TBED)K,B,EHME' YCTaHOBKKM KOMMOHEHTOB

Maped Hauanon padoTel - .
HEAMUTE KHONEY YeTaHoEMTE".
THM YCT2HOBEM

ABTOMAETHYECKUIA NEQEIANYCK KOHEYHOID CEQEBEPa, BC ebyerca
Brifop cepespa O pesany PECRa, TPEYE

skfg

HroBbl YCTAHOEWTE Ha ERSpaHHOM CEPEEPE CREAYHILME PONM, CiyxBel pONed MM KOMNOHEHTLI,

B Ha s1oi crpanuue moryT Beims oToBpaxeHs AONOAHATENEHEIE KOMMNOHEHTEI (HanNpUMep, CpencTea
oA Cepeapa
’ PEEPa BAMUHKCTRPHMPOBAHNA), TaK Kak OHW Belnn EnIDpaHel agToMaTueckK, Ecan Bbl He XOTUTE YCTaHEBNMEET

KOMMOHEHTE 5T ACMIOAHUTENBHEE KOMMOHEHTEI, HaxMuTe kHonky “Hasag”, yTobel cHATE WX dnasku.

AD D5
AomerHbie cnyxbo Active Directory

MoATESEK ASHHE

CpeacTea yaaneHHoro agMyHUCTPNPOESHWUA CEpEEpa
CpeacTea 3 MMHUCTRUPOEaHUA poneld
Cpeactea AD DS w AD LDS
Mogyns Active Directory ana Windows PowerShell

Cpeactea AD DS
UeHTp agmuHucTprposarua Active Directory

OcHacTkl U NporpamMuel KomasgHol ctpor AD DS

¥npaensHue rpynnosci NoAMTUKOR

JKCMOPT NApaMeTPOE KOHQWIYpaLmm
YrazaTe anbTEPHATMEHBIA MCIOAHBIA MyTE

< Hazag Danee > YCTaHoEMTE |

OtmeHa

wn
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[z MacTep goBasneHus poned M KOMNOHEHTOE — O >

KOHEYHSIA CEPEER

Xo4 yCTaHOBKM ekt

MpocmoTp X043 ycTaHoBkw

o YCTaHOEKA KOMNOHEHTA
. _______________________________________________________________|

W,

Tpebyerca HacTpoika. YoTanoska seinonHeHa Ha ekfg.

Jomennsie cayxbel Active Directory
UTofkl cASNaTE STOT KOMMNLIOTED KOHTPOANSPOM A0MEHE, TPEBYIOTER AONOAHUTEAEHEIE
AEHCTEMA.

MoBbICKTE ponk 3TOMD CEPEEpa A0 YPOEHA KOHTPOANEPE AOMEHS

:
pE‘,qCTBﬂ yﬂﬂﬂEHHOrD B‘H,M“HHCI'FHPOBBHMH [\EPBEPE

CpejcTBEa agMUHUCTPUPOBaHKMA ponei
Cpeactea AD DS w AD LDS
Mogyne Active Directory gna Windows PowerShell
Cpeactea AD DS
LlesTp agmubuctpuposanua Active Directory

3TOT MACTEp MOXHO 33KpPhITh, HE NPEPLIEAR BEEINOAHAKWMECS 33884, Habawogalite 3a xogom
EEINCAHEHKA 33434 MW OTKROWATE 3Ty CTPaHWLY CHOE3, EBIOPAE Ha NaHENM KOMaHA NYHKT
"¥YeepomneHvA”, a zaTem "CEELEHMA O 3agaqe”,

JKCNOpPT NapaMeTPoE KOHGUIY ALK

< Hazag Danee > JakpoiTe Ommena

AD,

| Kondurypauwa nocne pase... |

JomedHue cnyxbel Active Directory — TpebyeTca
HacTpoika Ha EKFG

MNoBpcKHTE ponb 3TOro cepEepa A0 YPOEBHA KOHTROA...

o ¥CTaHOEKa KOMMOHEHTE
]
Tpebyerca HacTpoika. ¥cTaHoEKa BRINONHEHS HA
ekfg.

JoBaEvTE poaM M KOMNOHEHTE

CEeasHMA O 3aga4e




[z MacTep HacTpofiky gomenHen: coysh Active Directory

KoHdurypauma passepToiBaHnA

KoHdWrypaUWA pa3sepTsL...

BribepuTe ONEpaLM0 PAsEEPTHIBAHMA
MapameTpkl KoHTROANEPS... .
() NoBasnTs KSHTPOANED AOMEHA B CYLUSCTEYOWMEA AoMEH
ACnonHUTENHS S NZR2N. i) NoBasnTs HOEBIR AOMEH B CYLWECTEYROWMIA Nec

MyTu ® NoBaewTe HOBRIF nec

MpOCMOTPETE N3PaMETPI .
Yiammre CEEAEHWA O AOMEHE AR 3TOW ONepalin
MpoESpKE NDEAEEPUTEN:. .

- O *
LIENEBOIA CEPBEP
ekfg

Mma kopHesoro goMeHa: |Ekfg.rd

Mogpobres o KoHGUIYPaLWKW Pa3EepTEIEAHHA

=




[ Mactep HacTpoiikn gomernen: cryx Active Directory

[lapameTpbl KOHTpOANEPa AOMEHa

KOHDWUTYpaALMR Pa3ES0TE. .

MNapaMeTphl KORTPONNEPA. .

Mapametpel DNS

JAonoNHUWTEAEHLIE MAPaM....

[MyTia

MpocMOTRETE NapaMETpl

MNpoOESpKa NPEAE3PUTENL. .

Buibepute pexim paboTkl HOBOTO NECa M KOPHESOTD AOMEHA

Pexum paboTal neca: Windows Server 2016

Pexum paboTal gomeHa: Windows Server 2016

YEamWTe BE0ZMONHOCTH KOHTROANSRE oMeHa

DNS-cepsep
+' [nobanenel karanor (GC)

KonTpoanep aoMeda Toneko ana ytenua (RODC)

— O X
LIENEBOIA CEPBEP
ekfg

BeeguTe naponk Ans pexyvMa BOCCTAHOENEHWA cnyxb katanoros (DSRM)

Maponk: ssssssees

I'Io,qmep)meume napona: |iil.iil.i

MoapobHes o NapaMeTpax KOHTPOANEPA 4OMEHA

< Hazan || lanse = ¥cTaHOBKMTE




[ MacTep HacTpORKM A0MERHER Loy Active Directory — O >

LIE/IEBOW CEPBEP
[MapameTtpbl DNS ekfg
‘ i, Afenermpoeanue gna storo DNS-cepeepa HeBOZMOXHC CO3AATE, NOCKOABKY NOAHCMOYHAR POAUTENBCK. ., JononaHMTensHo x

KoHGMrypauma paseepel...
Yeammte napameTpel genernposadia DNS
MapameTpel KOHTPOANSPA...

Co3pate genervpoeadie DNS
JONoAHKTEABHBIE N3DaM...
My
MpOCMOTPETE NapaMeTpsl

MpoEEpKa NPEAEAPHTENS. .

Moppotree o genervposanmm DNS

< Hazan | | lanse = YcTaHoEWTE Ommena

NetBIOS



[ MacTep HacTpoRKK AomMeRHs Cryx6 Sctive Directory — O *

LIENEBOW CEPBEP
ﬂ,OI"IOﬂHMTEHbeIE‘ NapameTpbl akig

‘ i, 3HaueHwe No yMoTWaHWIo ANA MMeHK Aomeda NetBIOS yxe nenonbsyetcs, npeanoxeHo 0gHo anbTepH... lonoAHUTENEHD b 4

KOHQUrypaUma passepTel...
Mposepete NetBIOS-1MA, NpUCECEHHOE AOMEHY, U NPY HEOBXOAUMOCTH U3MEHUTE 2ro
MNapameToel KoHTROANEPS. .

W NetBIOS: EKFGO
MapameTpsl DNS M7 AcmEna T

JonoaHUTEALHEIE NapaM...

MyTH
MpOCMOTRETE N3PaMETpEl

MpoESpKa NpEOE3PHTENE. .

I-IO,EI,F'DBHEE O AONOAHUTEARHBIX M3 paMeETPaX

< Hazan || lanse = YcTaHoEWTE




[ MacTep HacTpORKM A0MERHER Loy Active Directory — O >

LIE/IEBOW CEPBEP
ekfg

[yTu

KoHGMrypauma paseepel... .
Yrammte pacnonoxenye Basol ganex AD DS, dadnoe xypranos v namkw SYSVOL
MapameTpel KOHTROANSPA...

Mapamerpsl DNS Manka Basel AaHHbR: CAWindows\NTDS

[IONOAHMTE NHEIE N3D2H Manka dainos xypHana: CAWindows\NTDS

Manka SYSVOL: CAWindows\SYSVOL

MpOCMOTPETE MapaMeTpsl

]

MpoOEEpKa NPEAEAPHTENE. .

Moppotree o nytax Active Directory

< Hazan || lanse = YcTaHoEWTE




[ MacTep HacTpORKM A0MERHER Loy Active Directory

— O X
M LIENEBOW CEPBEP
POCMOTPETh NapaMeTpbl ekig
KOHOWMYpaLMR PI3BEpTEL... MpocmoTtpuTe EBGpaHHee NapaMeTpol
M2DaMaTpsl KORTDOMNER:... Caenats AaHHbIA CEPESP NEPELIM KOHTPOANEPOM Aomeda Active Directory 8 Hosom necy. ~

Mapametpel DNS WMua Hosoro gomena: "ekfg.ru®. 310 MMA AENAETCA TAKKE MMEHEM HOEOTD Neca.

JonoAHUTENEHRIE NADAEM....

MetBlOS-mma gomena: EKFGO
My

MPOCMOTPETE MapaMeTPsl Pexcvm pabotal neca: Windows Server 2016

MNpoBepka NpenEapHTENb. . Pexum pabotol gomena: Windows Server 2016

JononxurensHee NapameTpe:
InoBansHulid katanor: da
DMS-cepeep: a

Cospate DNS-genervposanue: Her

flnA BETOMaTWIALMKM AONCAHUTENEHEIK YETAHOBOK 3T NapaMeTphl
MOM¥HO 3KCNOpTHpOBaTE B cueHapiid Windows PowerShell

MpocMaTpeTs cusHapyid

MoppobHes o NnapaMeTpax yCTaHOBKKW

< Hazan || lanse = YcTaHoEWTE




[ MacTep HacTpORKKM A0MeRHER Loy Active Directory — O >
M 6 - LIENEBOW CEPBEP
pOBEpPKa NpeaBapuTebHbIX TpeboBaHWA ekig

x

‘ o Bce NPoEEPKM TOTOBHOCTH K YCTAHOEKS ERINONHEHD! YLMEWHD, Yrobe ZaMyCTiTh YCTIHOERY, Ha#MWTE... ﬂ,DI‘IDJ'IHI.r"TE.ﬂhHCI

KOHDUMYPALKE DE3EE0TEL..

MEpaMaToEl KOHTDOMNEDS. .

Mapametpel NS

JonNoAHUTENEHRIE NADAEM....

My

MpOCMOTPETE MapaMeTpsl

MpoEepka NpefEapUTenk. .

Mepen ycraHoskol gomeHHblx cnyxb Active Directory Ha 3TOM KOMNBIOTERE HY¥XHO NPOBEDWTE,

HTO EbINOAHEHEI NPEAEIDWTENEHBIE TFIEﬁ-DBaHI-"Iﬂ

MoeTopuTe NpoESpKY NpeABapHTENLHBIX TREGoEaHWH

@ MpocmoTp pesynsTaTos
(-we) IP-agpec(-a) cnegyeT HazHauMTE BCeM PM3NUECKMM CETEBRIM 3AanTepam.

1. fdensrmpoeanue gna store DNS-cepeepa HeBOIMOXHC CO30aTE, NOCKONBKY
NONHOMOYHER POSWMTENECKAA SOHE HE HAHAEHE MW He ucnonesyeT DMS-cepeep
Windows. lMpr ofbegurenny ¢ cyuecTeyowed nhbpactpyerypoi DNS cnegyer
EpYYHYH CO3ASTE genermposaHie ana storo DNS-cepsepa B poguTensckol 3oHs,
yToShl 0BECNeYMTE HANEMHOE PasSpElleHME MMEH 38 Npegenamy gomera “ekfgru”, B
NPoTHEHOM Chysas He TpeByeTor Hukakvx AeACcTEMA,

o MNposepka npeasaprTensHbx TREBOEEHWA BRINOAHEHE

Bce npoBepky roTOBHOCTH K YCTAHOBKE BHINOAHEHBI yonewHe, YTobel samycmvms
YETAHOBKY, HIHMUTE KHONKY "YeTanoewTs”,

NOEBILLEHMA YPOEHA.

Mopgpobhee o NpegEapUTENEHEX TpeboBaHWAX

1. Ecnu Bnl HaxxmeTe kHoNky "YCTaHoBWTE", cepeep DyeT asTomMaTHYecky Nepesanylyed nocne

< Hazan lNanee = Y¥cTaHoEWTE | | Ommena




[ MacTep HacTpORKKM A0MeRHER Loy Active Directory — O >

p LIENIEBOW CEPBEP
€3y/1bTaThl ekfg
‘ o 3TCIT CEPBEP )I'CI'I&LIJHO HEICI'FJOEH KakK KDHTPDJ'I.HIEP AomMeHa ,|':|,DI'IIZ.'-J'I HHATENLHOD x

@ MpocmoTtpeTs nogpobHble PesyNsTaTsl onepaLi

Ha koHTponnepax gomera nog ynpaeneHuen Windows Server 2016 no ymonqaHum
NPHMEHASTCA NapameTp Se3onacHocTy “PaspeliaTs anropHTME! WWEPOEaHKUA,
cosmectumsle € Windows NT 4.0° koTopeif HE NO3B0ARET MLMONLE30BATE MEHaE
HBASXHbIE ANTOPUTMEl WHGPOEEHWA NPK YCTEHOBKE COSAMHEHMA NO SALUMLLEHHEIM
KaHanam.

AonoaHMTensHEE CB2AeHMA of STOM NapaMeTpe oM, B cTaTee 942564 Basel sHanwd
(httpe/Yga.microsoft.com/fwlink/7Linkld=104751).

faHHEIR KOMNBIOTED MMEET NO KpalHed Mepe oAuH du3Mdeckvi ceTesol aganTep,
ceaicTeam P koToporo He HasHaueH(-w) craTkueckril-ne) IP-agpec(-a) Ecam gna
CEeTEECTs 34anTepa PazpelleHs MCNoaL30EaHUe, Kak npoTokona IPvd, Tak v npotokana
IPv6, To ceodcTeam [Pvd u IPvB sTore dusMueckoro CeTEBOTO aAanTepa CNenyeT,
COOTBETCTEEHHS, HAa3HaYUTE cTaTueckke |P-agpeca v B dopmare IPvd, v B dopumate
IPvE, AnA HagexHoN paboTe cucTemel gomerHex Mved (DNS) Takofil-ue) cratuusckmi
(-we) IP-agpec(-a) cnegyeT HazHauMTE BCeM PM3NUECKMM CETEBIM 3AanTepan.

fAenerupoeasue ana store DNS-cepEepa HEBOSMOMHG COSAATE, NOCKONBKY
NONHOMOYHER POSWMTENECKAA SOHE HE HARASHE MW He ucnonesyeT DMS-cepeep
Windows. lMpr ofbegurenny ¢ cyuecTeyowed nhbpactpyerypoi DNS cnegyer

Moppobhee o pesynsTaTax

< Hazag lNanee = OmmeHa

Active Directory".




M Jucnetdep cepeepos

[uncneTuep cepeepos * [laHenb MOHUTOPUHIA

Bac npMBeTCTBYET AUCNETUEP CEPBEPOB

Manens MOHWTORWMHIa

B NokancHeld cepeep

iiF Bce CepBEPbI o
HGCTpOMTb 2TOT NOKaibHbIKM CEpBep

ii Dainoesie cayxKBObl U ... P

2 [loGaBWTb ponM 1 KOMNOHEHTbI
3 /[lobaBuTth Apyr1e cepsepsl ANA YNpaBaeHns
Yro Hosoro
4 Co3faTe rpynny CepBepoB
5 TloAKNHUMTE 3TOT CepBep K 00aauyHbIM CnyxOam
MogpobHee
[z MacTep A0hasneHMa pone W KOMNOHEHTOE — O *
KOHEYHEIA CEPSER
[lepes Hauyanom paborsl kig

3TOT MBCTEP NOMOXET EaM YCTAHOSWTE ponw, CryBe panei wan komnorenTsl. OnpeaenuTe, uTo
HY3HO YCTEHOEMTE, Ha OCHOSAHMW NoTPEBHOCTER CEoS OpraHWsaLMK, TaKvx Kax 0DWWMA JocTyn K
THM yCT2HOBEM ACKYMEHTAM MAW paIMellenne seb-caiTa,

Mepes HauanoM patoTkl

Beifop cepespa .
Yrobel yaaneTe ponw, cnyxBsl pOAed WAKM KOMNOHEHTEI:

3amycTiTh MACTEP YAANEHMA PONEA M KOMMOHEHTOE

Mpexae yem BB NPoACIHNTE, YOSAMTECE, YTO BRINOAHEHE CNEAYIDWWE 3234M:

® ¥UYeTHAA 3aNKCE 34MMHMCTPATOPE 3AWMILEHE HEAEKHEIM NaposM
* HacTpoeHsl ceTeBsle NnapaMeTpal, TakWe kak ctatudeckue [P-agpeca
* Yeranosnensl HoseduKMe obHosnenma BesonacHocm w3 Llentpa obnosnenya Windows

Ecnw Bam TpEﬁy’ETCFI NpPoSEPWTE, EBINOAHEHEI AKX kakwe-nnGo npeguecTeyrowue HEDﬁXDﬂ,MMhIE
YConoBKA, 3BKPOI::ITE MaCTER, BbINCAHKUTE HEG'EI}(D,D'HMbIE' wark W 3anycTiTe MacTep CHoOEAa.

Yrobel npogonsxTs, HaxmuTe KHonky "danee",

[] Mponyckats 3Ty cTpaHmrLy Mo yMORHEHUD

< Hazapg Hanee = YeTaHoEWUTE
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[z MacTep gobaeneHna poned M KOMNOHEHTOE = O

KOHEYHSIA CEPSER

Boibop Tvna ycraHoBKkK it

BhlﬁEpHTE THN YCTaHOBKM. Bl momeTe YETAHOEWTE POAWM W KOMMOOHEHTH Ha pﬂﬁ-GTEI-CILuE'M d)HBMHECICCIM

Mepeg Hauanom paborel .
KOMNBHITEDE, Ha BUPTYANbHOW MALWWHE MAKM H3 3ETOHOMHOM BWPTYANEHOM HECTKOM AWCKE [VH D}

THN YCTAHOBEM

®) YcraHoEKa ponieii WM KOMAOHEHTOB
Brifop cepeepa . . .
HacTpoiite oguH cepsep nyTem gobasnesna ponel, cnyxb ponel 1 KOMNOHEHTOE,

) ¥cranoeka cnymb yaaneHHbIx pabounx cTonos

Ycranosure cnykbil poneid ana vndpacTpykType BMpTyaneHsx pabounx cronos (VDI), utobel
CO3AETs PASEEPTHIEAHWE HA OCHOEE EMPTYANbHAIX KOMMNBIOTEROS WK CEAHCOE,

< Hazapg | | Hanee = YeTaHoBUTE eHa
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[z MacTep gofaeneHua poned M KOMOOHEHTOE

Boibop uenesoro cepBepa

Meped Hz4anom padoTel

THN YCT2HOBKM

= O x

KOHEHHSIA CEPEER
skfg

BmBepure cepeep AW BUPTYaNEHER XeCTKMIA JUCK, Ha KOTOPOM BYAYT YCTAHOBNEHE! POAKM W

KOMMOHEHTEL

(®) BubepuTe cepeep us myna cepEEpoOE

|

Ponwn cepaspa

KomMnoHeHT:

() BuifiepuTe BMPTYanbHbIA RecTkMii guck

[lyn cepeepoe

DuneTp:

IP-agpec

169.254.129.199,192.163.84.170

OI‘IEPELI,I!‘ICI HHaA CHUCTEME

Mabkpocodt Windows Server 2016 Stz

Haigeso komneoTtepos: 1

Ha sTol cTpanuue nokasaxel cepeepsl nog ynpasneduer Windows Server 2012 wan Bonee Hosoro
epinycka Windows Server, koTopsle Boinu goBasneHs € noMmolle Komanas "lobasuTe cepsepul” B
AMCNETHepe CepEepos. He BHIBOAATEA GBTOHOMHEIE CEPEEPHI M 400SBNEHHEIE HOBLIE CEPEEPS!, AGHHEIE
€ KOTOpPHIX NMOK3 MOAHOCTEHY HE MONyYeHbl

< Haszag | | Hanee =

" " " Active Directory".
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[Ez MacTep gobasneHmMa poned M KOMOOHEHTOE

Beibop poneid cepsepa

Mepsn Havanom pabotel

TuN yCTaHOBKKW

Brifop cepeepa

KOMNOHEHTE

CnyxBa CEPTURHKALMA A
CnyxBel ponei

CryexGel NOAWMTHEN CETH H...

ModTERpH ASHHE

Ponm

| Arrectauma paBoTtocnocobHocTy yoTpoicTs -
[] Be6-cepsep (IIS)

+| Jomennoie cnyxbel Active Directory (Yeranosnes
[ ] Pexum Windows Server Essentials

[ Cryx6a onekyna yzna

] Caywbel Active Directory ofner<eHHoro gocTyna k
[] Cayxber MultiPoint

[ Crysbe Windows Server Update Services

[ Caywbil akTUBALMKM KOPROPETUBHBIX NULIEHINE

|| CaywBeol pazeeproieanns Windows
[+ Cryxbel ceprudukaros Active Directany

[ ] Crysbel yaaneHrex padounx CTON0E

[ Crysbel ynpaeneHua npasamu Active Directory
[] Caywbnl degepaumnm Active Directory

[ ¥aaneHHwid AOCTYT

(W] Dainoesie crywbe v ciyxBel xpaHuaMWE (YoTaHe
[] takc-cepeep

— O >

KOHEYHSIA CEPSER
ekfg.ekig.ru

Brifepute cany MNW HECKONLKD PONei ANA YCTAHOBKM Ha 3TOM Cepeepe,

OnwcaHue

CayweBel NOAWTUKW CETH W AOCTYTA
NPeACCTAEARICT CEPEEP MOMNTHEM
cet (NPS), koTopuili nomoraet
ofecneuynTe SE30NaCHOCTE CETH,

< Hazag | | [Nanse >
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[ Mactep gobasneHa ponel W KOMNOHEHTOE

NoBaABWTE KOMNOHEHTLI, HEOBXoANMbIe ANA Cnyx6hl
ceptndumkatos Active Directory?

Ana ynpasneHnA 3TMM KOMNOHEHTOM TReSyroTCA CReqyroLne
cpeacTea. OHAKD X HE HY#HO YCTAHAEAMBATE HA OAHOM W TOM XE
cepeepe.

4 CpegcTEa YAANEHHOTS afMMHUCTPMPOESHUA CEpEEpa
4 CpepcTes agMMHMCTPMPOEEHMA poned
4 Cpepctea cayxb ceptudmkaumn Active Directory
[Cpeactsa) CpeacTsa yNpaEnSHWA LEHTPA cepTuduKal,

< >

BrnroumTe CpefcTEa YNPasneHna (2Cn NPUMEHKMO)

JoBaENTE KOMNOHEHTEI OmmeHa

- -
[fz MacTep gobaeneHna poned M KOMNOHEHTOE

NoBaBWTh KOMNOHEHTHLI, HepbXoAuMble AnA Cnyx6nl
NOANTUKWA CETU U AOCTyna?

AnA ynpasneHvA 3THM KOMNOHEHTOM TReBYIOTCA CRELyoWME
cpeacTea. OAHAKD MX HE HY#HO YCTAHABAMEATE HE OAHOM W TOM Xe
cepeepe.

4 CpefcTea YAANEHHOIS agMUMHACTPWPOEEHWA CEpEEpPa
4 CpepcTEa agMWHUCTPUPOESHMA ponei
[Cpenctea) Cpeactsa cnyb NoONMTHKW CETH M 40CTYTIE

Brntoumte cpeacTea ynpaeneHus (2CnK NpYMeHuMo)

JoBaENTE KOMNOHEHTEI OmaeHa
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[z MacTep gobagneHus poned W KOMNOHEHTOE

KOMNOHEHTH

Bbibop KOMMNOHEHTOB

Mepen Hayanon patoTel
THN YCTEHOBKKM
Brifop cepEspa

Ponwn cepespa

CAy*GEl NOAMTHEN CETH W...
Crywba cepTUdMEaLMMI A .
CnyxBel poned

MoATERH ASHKE

— O X

KOHEYHRIA CEPSER
ekfg.ekfg.ru

BhIE-EPHTE CAMH MKW HECKONBKD KOMMOHEHTOE ANA YCTAaHOBKK Ha 3TOM CEpEEpE.

KomnoHeHThI

|| Caysea SMMP

[] Cayxba Windows Search

O Cnyxba akTmeaumy npoueccos Windows

] Cayxba BecnposogHoi AokanbHoii cetn

[] Coegururens MultiPoint

[] Cpeactea 33WwmTsl BMPTYaNEHOI MaWKHL A08 yrIp
[] Cpeactsa murpaunmn Windows Server

(W] CpegcTea yoaneHHOro agMMHUCTPMPOEEHIA CEDEE
[] Cpeactso npocmoTpa XPS

[ CrasgapTvsuposaHHos YNPaENEHUE XPEHILTHLLEM
[ ¥YaaneHHoe pasHoCTHOR CxaTHe

[ ¥aaneHHwI# noMowHmg

+| ¥npaenenwve rpynnosod noavtukoi (YcraHosnenc
] twnep Windows TIFF [Filter

[] ®onosas unteanekTyansnan cryxba nepeazaqn (Bl
O Dy NET Framework 3.5

(] Dyrsan NET Framework 4.6 (Ycranosneno 2 w3 |
| Oyrewan 3awutHuka Windows (Ycranosneno)

[ Wudposanne gucka Bitlocker

Onucanune

BranchCache ycranasnusaer
cnybe, TpebyeMeble Ana HaCTporKK
KOMMLHTEPA B KAYECTEE CEPEEpa
PasMELWEHHOIT K3LLA MAK CEpEEpa
COASPHUMOTS C NOAAEPXKORA
BranchCache, Ecnu Bel
PasEEpThIEAETE CEPEED
COASPHUMOTD, Er0 TAKHKE
HeOBXOAMMO HACTROWTE NMBO Kak
seb-cepeep HTTP, nubo kak cepeep
NpUAoXEHUH Ha ocHOBE GOHOEOM
MHTEANEKTYANBHON Cybnl
nepegauw (BITS). Yrobel passepHyTs
talinosslli cepeep © NoAAepHKoM
BranchCache, ycraHosuTe ©
NoMolWEl MacTepa gobasneHus
poneit pone cepeepa "Painoeeie
cmyBe” co cmyxBamun ponel
“Dainoend cepsep” u "BranchCache
ANA CeTeBbIX hainos™,

< Hazan || Hanee = | YcTaHoBUTE
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[z MacTep goBasneHMa poned M KOMOOHEHTOE — O *

KOHEHHSIA CEPEER

Cnyx6bl NOANTUKKM CETU W AOCTYNa atig kg

o AUIAOM A
I-Ihp_'q A4 20N pahmbl Cﬂ}'}'(ﬁhl NoANTHAKY CETW WM 40CTyNa NO38003HT BaM 344584Th W NPWMEHATE NOAWMTHEW JOCTYNE K CETH,

THN YCTAHOBKM Nposepky NOAAMHHOCT 1 SBTOPUSALIMM € MCNOAB30EAHMEM CEpEepa NoanTrkK ceti (NPS).
Britop cepeepa
P P Ha uro obpatuTe BEHMMaHKE:
Ponuw cepespa
* B momete passepHyTs NP5 & kauectse RADIUS-cepsepa v npokcu-cepeepa. YeraHoeus NP5 ¢
NOMOLBHS 3TOTO MACTERE, Bbl MOMETE HACTPOWTE B Ha AomaluHed crpaduue NPAS, nononssys
bl NOAWTHEM CETH ... Cafgel bl s

KomaoHaHT:

Cy#Ba CEPTHRHKALMA A
Ciy#Bel ponei

MoATEEpHASHKE

< Hazag || Danee = YcraHoEWTE
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= = KOHEHHSIA CEPEER
Cnyx6bl ceptudukato Active Directory ekt ekt
Mepes Hauanom padoTsl CnyecBel ceprrdukauim Active Directory (AD CS5) npegocTasnaoT WHOPACTPYKTYPY CepTUQUKALMK ANR

obecneyennA paboTel 3alLMLEHHBIX DECNpOBOAHDIX CETEN, BMPTYANEHEIX Y3CTHBIX CETER, DesonacHoCTM

THM YCTEHOBKM npotokona IP (IPSec), sawwre goctyna k cetu (NAP), wndposanHoil daiinosoi cuctems (EFS) u Bxoga ©

BeI6op cepEepa MCNOAL30EAHNEM CMaPT-K3pPT.
Ponn cepeepa Ha uto obBpaTuTe BHUMaHKE!
KomaoHaHT: * [ocne ycraHosky LenTpa cepmudekaunn (LC) HeRb3A MIMEHUTE MMA 1 NaPaMETPEl JOMEHS JEHHOMD

KomneroTepa. ECAu Bol XOTUTE M3MEHNTE MMA 3TOMD KOMNBHOTERE, NPUCOSAMHNTE €70 K AOMEHY MAW
NOEBLICHTE A0 KOHTPOANEPa AOMEHE, CAERaiTe 3To nepey yetanoekol LIC. flonoaHutensHoe
3 CEPTHDHMKILMN A CEEASHWA CM. B Pa3aens, NOCEALEHHOM WMEHOEHUIO LIEHTPOE CEpTHERUKaLIMM.

CAyx Bl NOAMTHEK CETH ...

Ciy#Bel ponei

MoATEEpHASHKE

< Hazag || Danee = YcraHoEWTE
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KOHEYHSIA CEPEER

Bbibop cnyxb poneii protepd

Mepea HauanoM paboTsl BmBepute cnyxdol poneid gna yeraHoeku ana CnyoxBel ceptndukaroe Active Directory.

THN yCTaHOBKM Cnywbbi poneit Onucarne

Brifop cepEspa Lentp cepmvdmkaumu (LC) suigaer

Ponwn cepesepa [] BeB-cayxfia NoAMTUK PEFMCTRALAN CEPTUDUKETOS CEPTVGUKATLI 11 YNIPABARET UMM,

. } m Beb-cryxBa PErvCTpaLIMY CEpTUOUKATOR Heckoneko LUC moxHo obbeamHuts
OMNOHEHTL [] Ceresoii otserunk B MHDPaCTPYKTYPY OTKPLITHIX

CnyxBhl NOAMTIEM CETH H... O Cnywba perucTpauyi B USHTPE CEpTURMKILIMM Yepes SlesIsth

- CryxBa permcTpaunmi Ha CETEERIX YCTpOHCTEaxX
Cnyxba ceptrdmicaim A [ Cryxcap pau yerp

CnyxBel poned

MNoaTeepH aeHMa

< Hazag || Janee = YcTaHoBUTE
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HO,[I,TBEFJ)K,E,EHME‘ YCTaHOBKKM KOMMOHEHTOB

MNapea Hayanon padoTel
THM YCTZHOBKK

Brifop cepespa

Ponuw cepespa
KOMNOHEHTE

CayxBel NOAWMTVEN CETH H...
Cy#Ba CEPTHRHKALMA A

CnyxBrl ponei

MogTEEmH AeHHE

O

KOHEHHSIA CEPEER
ekfg.ekig.ru

Hrobbl yCTaHOEWTE Ha EeDpaHHOM CEpEEpE Chegyrwme ponw, CryGel poned MM KoOMNOHEHTLI,

HaMMUTE KHONKY "YcTaHoBuTE".

] AsTomateueckuid nepesanyck KOHEUHOTE cepBapa, el TpebyeTca

Ha s1oi crpanuue moryT Beims oToBpaxeHs AONOAHATENEHEIE KOMMNOHEHTEI (HanNpUMep, CpencTea
BAMUHKCTRPHMPOBAHNA), TaK Kak OHW Belnn EnIDpaHel agToMaTueckK, Ecan Bbl He XOTUTE YCTaHEBNMEET

5T ACMIOAHUTENBHEE KOMMOHEHTEI, HaxMuTe kHonky “Hasag”, yTobel cHATE WX dnasku.

CyoscBol MONMTHKK CETH W 4OCTYNa
Crnyxbml cepTudukatos Active Directory
LeHTp cepriuduranmn
CpeacTea yaaneHHorc agMHHUCTPMPOEEHUA CEpEEPE
CpegcTea aAMUHACTRMBOBAHWA poned
Cpeactea cnyxb ceptuduraumn Active Directory

CpeacTea yNpasneHna UEHTPa CepTUduKaLMKn

CpepcTtea cnysb NOATUEN CETH W A0CTyNa

JKCMOPT NapaMeTpoE KOHQWIYpaLmm
YkazaTe anbTEpHATMEHBIA MCHOAHBIR MyTE

RjlL =
< Ha anee > YCTaHCEMTE

OmmeHa




XoJ yCTaHOBKM

- e
[z MacTep goBasneHMa poned M KOMOOHEHTOE

MpocMoTp x0Aa YCTAHOBKK

o YCTEHOEKA KOMNOHEHTE

O

KOHEHHSIA CEPEER

Tpetyetca HacTpoiika. ¥YcTaHoska sminonHera Ha ekfg.ekfg.ru.

ekfg.ekig.ru

Cyxbw cepruduratos Active Directory

fal

Yrobbl HacTpouTe cryxbe ceptudmkatos Active Directory Ha koHeuHoM cepeepe, TpebyroToR

ACNOAHWTENBbHBIE ,D,E'ﬁETE WA,

Hacrpoute cnyxbe cepmudukaTos Active Directory Ha koHEYHOM cepeepe

LlesTp ceptndmkaiamn

Cny#Bbl NOAMTMEKM CETH M 4OCTYNA

CpeacTBa yaaneHHOro agMMHNCTPUPOBAHWA CEpBepa

CpeacTea agMUHMCTRPMPOBAHKMA ponei
Cpeactea cayxb ceprudmranma Active Directory
CpeacTea ynpaBnesna WeHTpa cepTrduKalmn

3TOT MACTER MOXHO 33KPEITh, HE NPEPLIEAA ERINONHAKWMECS 33439, HabnogaiTe 33 xogom

"VeeaomneHwa”, a 3atem "CeegeHnA o 3agaqe”

JKCNOPT NapaMeTpoE KOHQWIYpaLmm

< Hazag Danee >

EBINONHEHHA 33444 MK CITKF}DﬁTE STy CTPAHWLY CHOEd, BbIEIPEB Ha NAaHEAM KOMaHL MyYHET

OmmeHa

" Active Directory".

KoHdurypauma nocne passepThiEaHWA

CnyxEel ceprudukaros Active Directory —
TpebyeTcA HacTpo#ka Ha EKFG

HacrpouTe cnysbum ceprugukaros Active Directory...

YcTaHOBKa KOMNOHEHTA | X
1
Tpefyetca HacTpolka. ¥CTaHoBka BRINOAHEHS Ha
¥
ekfg.ekfg.ru.

JoBaEnTE poaKM M KOMNOHEHTE

CEEAsHMA O 3a8a4e




& Kordurypauma coyxfen ceprudimiaroe Active Directony — O it

KOHEYHbIA CEPBEP
YuyeTHble AaHHble ekfg

YKaxuTe yueTHble AaHHble ANA HACTPOWKK Cyx0 poau

CnyxGel ponei
Urobel yCTaHOBWTE Cheayowme cnyxbel pony, HeoGXogWMo BEITe YWNSHOM NOKaNBHCH rpynnel
"AaMUHUCTpaTopR™:

* ABTOHOMHEIN LeHTP cepTrdMKaLMK

* CnyxBa permcTpauymu B ueHTpe ceptudukaumy yepes Mureprer

* CeTeBoi OTEETUMK
Yrobel yeTaHOBWTE Creaytowme cnysbol ponn, HEoBXOMMO BBITE WNSHOM rpYNNH
"AAMHUHKCTPATOPH NpeANpPUATHA":

* LenTp cepTudurkalmy NpeanprUATAA

* Bef-cnywBa NOAWTHK PErvcTpauMy cepTUdnKaTos

* Bef-cnywBa pervcTpaumu cepTvdukaTos

* CnyxBa permcTpaumm Ha CeTeBsIx yCTpoRcTEax

YueTHuie gantbie! | EKFG\AamuHucTpatop

AonoaHuTencHee CBEAEHWA & ponAx cepeepos AD C5




& Konburypauma coyxfel ceprudumratos Active Directory — O >

KOHEYHBIA CEPBEP
Cnyx0bl ponei ekig
¥usTHEIE JaHHBIZ Bbl@E‘pMTE“ CJ'I:-f)KﬁbI pony 4nAa HSCTDDLL;IKM
Cnyx6kl ponei
BapwaHT yCTaHoBKKM UenTp ceprudmianiin
Tun LC Cnyxba perncTpaumu B ueHTpe cepTudukaumy yepes FinTepHer

CeTeBol OTEETUME

FEKPEITEIA KoY

Cnyxba permcTpaummi Ha CeTEERIX YCTPORCTEAX
WrdposaHue BeB-cnyxba pervcTpaumy cepTdkaTos
Mma LIC Beb-cnyxba NonuTHK perucTpaumy cepTuduKaTes
Cpok pefcTaunA

Ba32 4aHHkx C2pTHOMKET...

MNoaTeepx eHWe

fonoaHuTensHEE CBEAEHWA & ponAx cepeepoi AD C5

< Hazag || Janse = Hacrpoute




[ Kondwrypaums cysbel cepTudikatos Active Directary - O >

KOHEYHBIA CEPBEP
BapuaHT ycTaHoBKM ekfg.ekfg.ru
YUeTHbIe faHHEe YKaXm1Te BapWaHT yCTaHoBkK LIC
CnyxBel poneid
BapUaHT YCTaHOREM HTofbl ynpocTWTe YNPaERSHWE CepTUdMEITAMM, LEHTPEI CRpTHEUKaLWKY NpEANPUATAR MOTyT

WENOAB3CEaTE AoMeHHBIe cnyxbnl Active Directory (AD D5). ABTOHOMHBIE LEHTPE CEpTUGMEILIMK

Twn LC HE MCNOABIYIOT ACMEHHBIE Cy#De Active Directory gna esigaun ceptdrkaTos maw ynpasneHua
IEKPEITHIA KW VA,

WndposaHe 3 (B

bk Be Urofbl UeHTpH cepTUGMKALNK NPEANPUATAA MOTAKM BbIAAEaTh CEPTHGMKATEL MK NOANTHKA

J_FICK "E'H'C_HHH CEPTH¢'IJ1K.3TE_. OHW A0NXHE! BEXO4WMTE B AOMEH M ABITE NogKnEYeHEl K CETH.
- =

B232 JaHHEx CEpTHDMEST... ) AeToHoMesi LIC

MoaTEepXKAeHHE ABTOHOMHBIE LEHTPbI CePTUGMKALMM MOTYT BeTe YneHamu paBodel rpynnel uam gomena. Mpnr
WENOAB3CEEHMM AETOHOMHBIX LEHTPOE CepTdukaL MM gometHble cmyoxbe Active Directory u
CETEBOE NOAKAOYEHME He TpebytoTcA.

MoapobHes o BEapMaHTe YCTAHOBKK

< Hazan || lanse = HacrpowTte




[ Kontwnypaums caywfiel cepTudiearos Active Directory — O >

KOHEYHLIA CEPEEP

TH M I_LC ekfg

YusTHEIE JaHHbI2 Ykaxumre Tin LUC
CyxGel pone
BapMaHT yCT2HOBKM Mpw ycranoeke cnyxE ceprudukatoe Active Directory (AD CS) em cozpaeTte uau paclumprere
_ WEPEPXHID MHEpacTpykTypel oTKpeITeX kntouel (PKI) KepHeso#l LIC pacnonoseH Ha BeplunHe
Tun LIC MEPEPXMN WHEGPaCTRYKTYRBl OTEPEITHIX KAKUEHR M BEAAET COBCTBEHHEIN CaMO3aBEPAMILWA
JaKPETLIR KK cepmidukat, Mogurnennsid LUC noayvaer ceprudumikar ot apyrero LUC, pacnoncs#eHHoro Bsiwe 8
MEPEPXMN WHGPACTRYKTYPEl OTKPBITEIX KARUER,
WudposaHue
Wmr LIC ® Kopresoii LIC

Coor peficTauE Kopresbie LIC HacTpaneatoTca B Mepapxuu WHQPaCTPyKTyphEl OTKPHITBIX KNHOYER Nepehbimug;
“PoK A HacTpodka gpyrvx LG moxeT He noTpeBosaTecA,
B232 A3HHEX CELTHOMKIT...

MoaTeepx aekus ) MoguuHerHRE LT
AeHna

Ana paBotel noguuHerHbix LC TpebyeTon yCTaHOBNEHHER MEPAPXMA MHDPaCTPYKTYPEI
OTKPHITBIX KNHOYER; OHW AETOPUSOBAHE! 1A EbIAEYM CEPTHOWKATOS LIEHTPOM CEPTHOMKALMM,
PACNONOXKEHHEIM BRILUE B MEPEDXWH.

Moppotree o Tune LIC

< Hazag || Nanee = HactpouTe




& Kondurypaums coyxbien ceprudiacaroe Active Directory — O *

_ KOHEYHBIA CEPBEP
3a KPbITbl KAHOY ekfg
YUSTHEIZ J2HHRIE Yrawuare TN 3dKpPbITOro KnHoYa
CyxBel ponei
BapMaHT yCT2HOBKM Yrobbl cO3AEEATH CEPTURMKATH M EbIAEEATE WX KIKMEHTaM, LeHTp cepTudmkaln (UC) aonxer

_ WMETh BBKprThIﬁ KNHOY.
Tun LUC

FaKpLTLIi KAoy ®) Cosaats HOBLIR 33KELITEI KA

LUHOFJ OBaHME Wcmon h3’_‘,"ﬁTE 3TOT N3PaMETP, eCNK Y BaC HET 3aKpDbITOND KAHHA MAW Bkl XOTHUTE CO348Th HOBHIA
X L= L= -

SAKDoIThIM KAHH.
g LIC

CpoK aeficTana ) Menonb=oBaTs CyWecTEYHWMA SakpaiTail KAy
- =

McnonesyiiTe 3ToT napameTp, YtoBul npu nepeycrasoeke L|C rapaHTMpoBaTe HeNpepaIBHOCTL C

Ba3a AaHHbIX CEPTHOHKAT... PEHEE EBIAZHHEIMM CEPTURUKATAMM,
MoareepxaeHmue BriBpath cepTMgMKAT M WCNONL30BaTh CBASAHHLIA € HHM 33KPLITHIA KA

BruifepuTe STOT NapamMeTp, eCAM Ha 3TOM KOMNbHOTEPE eCTb CYLUECTEYIOWWA cepTUgMEaT
WM ECIM Bl XOTHTE MMNCPTUPCBaTE CepTUHUKAT U MCNOAL3I0BATE CEAZGHHLIA C© HUAM
SAKPLITEIA KN,

BribpaTe CyleCcTEYOWMEA 33KPEITEIN KAKY HA 3TOM KOMNLIOTEDE

BribepuTe STOT NapaMeTp, 8CAM Bbl COXPAHWAM 3AKPLITHIE KNHYM U3 NpegblgyLen
YCTEHOEKM AW XOTWUTE WCNONBS0BATE 3AKPLITHIA KW U3 APYIoT0 MCTOMHWKA.

Mogpobree o sakpuIToM Knroye

< Hazan || lanse = HacrpouTte
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KOHEYHBIA CEPBEP

[npposanme ana LIC ekfg

¥YueTHel2 faHHbl2 YKaxuTe napamMeTphi I_IJMCDDOBEJHMFI

CryxBel ponei

BapuaHT yCT2HOBEM Bribepure nocraswmk cnyxS WndposaHKa: JnavnHa knroua:

Tun LC :RaA#Microsoft Software Key Storage Provider . ... vila048 -

3EKPEITEIA KA
BmBepuTe X3W-anroput Ana NoANWCEIBEHWA CEPTHGWKETOR, BRIAEE3EMBIX 3TMmM LIC:

WKdposaHue

SHA256 &)
Kma LIC SHA384
Cpok feicTaunn SHAS512
B33 AZHHE CEDTHUOMEET... SHAT
MADS -

MoATEEpH ASHHE

[ ] PazpewnTs s3auMoaeifcTEME ¢ agMuHncTpaTopom, ecnn LG 0BpaliasTes K SaKpEITOMY Koy,

MoapobHes o wndpoEaHum

< Hazapg || Hanee = Hacrpouts




= Kondrepauna cayxbel cepTudimkaTos Sctive Directory — O x

KOHEYHLIA CEPBEP

M MHA I_Il'C. ekfg.ekfg.ru

YUETHEIE A2HHBIE YKaHKMTE MMA LLC
CrywBel ponei

BapMaHT yCTaHOBKM Beegute obwees MA, onpegenatoles 31T LeHTp cepTudmkane (LIC). 3to wma Byaet
_ A0BABNATLECA BO BCE CEpTUhUKATE, BEgaEaEMble JaHHem LIC, 3navennn cyddirca
Tan LC pasNMYatolercach MMEHK CO3AAHITCA AETOMATHYSCKH, HO MOMYT BbiTE M3MEHEHEI,

3aKpETEIA KoY
Cbwee vma gas storo LIC:

WndpoaaHue
|ekig-EKFG-CA |
Cpok peicTemA Cydpmke pasnuyaroweracs MMeHm:
Ba3a AaHHbIX CEPTHHHKAT. . DC=ekfg,DC=ru
ModTeepH aeHME

MpeanpocMoTp Pa3NMYEOLWENDCA MMEHM:

CN=ekfg-EKFG-CA DC=ekfg,DC=ru

MNopgpobhes ob umenw LIC

< Hazan H HDanse = HactpouTts
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= KOHEYHBIA CEPEEP

Cpok aencteumA ekfg

YUSTHEIZ A3HHEE Ykaxure neproad ,EI,EI;'ICTBMH

CryxBel ponei

BapWaHT YCT2HOBKM YkaxmTe nepuog AefcTEWA CepTMGUKAETE, COIAAHHOMO ANA 3TOMD LeHTpa cepTudukaumu (LC):

Tun UC 3 r -

3aKPbITHIA KoY fata okoHYanMa cpoka gedcTena: 11,06.2024 12:27:00

WnapoBaHHe Cpok gefcTEMS, yKasaHHLIR Ans 3Toro cepTudmkata LIC, gonwen npessiwats cpok 4efcTEMA

Mg LI CepTWHHMKATOE, KOTopPbIE OH BYAET BbIA3EATD,

Cpok AeHCTEMA

B232 AaHHER CE0THDOMKAT...

MoaTESHASHHE

Moppotres o cpoke peRcTEMA

< Hazan || lanse = Hacrpouts
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KOHEYHEIA CEPBER
baza aaHHbIx LIC ekfg
YUSTHEIE Q3HHEIE Yikaxmre PacnonoxeHmA 6a3 JAaHHBIX
CnyBel ponsid
BapMaHT YCTaHOBKM Pacnonoxedne Baskl AaHHBX CEPTUDUKETOS:
Tun LIC |CAWindows\system32\CertLog

3EKPEITEIN KAKY
Pacnonoxerne xypHana 0asel 4aHHbIX CepTMOUKATOE!

W pemE CiWindowshsystem32\CertLog

Mmr LIC

Cpok AelcTama

Ba3a JAaHHbX CepTHOMKRT. .

MoATESH AEHHE

Moppobree o base ganHbx LIC

< Hazag || Nanee = Hacrpoute




[ Kondurypagra cayxbel ceptudeatos Active Directory

[loaTBepxaeHue

YUSTHEIE A3HHEIS
Cnyx6Bel ponei
BapMaHT YTEHCEKK
Tun UC
33KPEITEIA KNy
WrdposaHue
Mmr LLC
Cpok LeRCTBMA

Ba32 JaHHb CEpTHDMKST. .

H:D,.ﬂ,TE:E-pZKﬂ,EHHE

— O >

KOHEYHLIA CEPBEP

ekfg.ekfg.ru

Utobel HACTPOWTE CREAYHOWME POM, CIYXOE PONeH MAK KOMNOHEHTHI, HEXKMMTE KHOMKY

"Hactpowts".

@ Cnyncbbi ceprumraumm Active Directory

Lentp ceprndrmkanmn
Tun UC:

Mocraswme cayxE
Wik poBaHKA:

AnropyT! XEWMPOE3HUA!
JnvHa knroua:

Pazpewute s2aumMogercTene C
BOMUHWCTRETOROM:

Cpok gefcTEns cepTudmkara:
Paznuuatoweecs Mma:

Pacnonoxenwe Gasbl AaHHEIX
cepTndvkaTos:

Pacnonoxenue xypHana Basel
ASHHEIX CEPTMRWKATOB:

KopeHb npegnpuartua
RSAZMicrosoft Software Key Storage Provider

SHAZ256
2048

Omcnroueno

11.06.2024 15:53:00
CN=ekfg-EKFG-CA DC=ekfg,DC=ru
Ch\Windows\system32\Certlog

Ch\Windows\system32\CertlLog

lanee >

HacrpouTe |

COmieHa
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KOHEYHBIA CEPEEP
Pesynsrathl ekfg
Hacrpoernnl cnegyiowe poau, cnybol poneid v KoMNOHEHTbI:
@ Cnywbbi ceprapmraumn Active Directory
Lentp ceprmduranmn 0 Hacrpoiika BeiNoAHEHa YONEWHD

Mogpobree o nacTpoiike LIC

PeaynLTatsl

< Hazap, Janee > JakphiTe Crmena

@ v [wvcnetyep cepsepos * [laHenb MOHUTOPWMHIA

MNanens MoH WMTOPMWHIa

o HacTpouTb 3TOT |

B JlokansHeld cepeep
u

BF Bce CEpEEpLI

EERELIN 2 [1o6aBuTb POnu K
g DNS
. NPAS 3 [JobasuTb Apyrme
e Ura Hosoro
-n- CnyxBa cepTudukaymu... 4 Co3aaTh rpynny d
NE Daiinoebie cayxchul 1 cn... B

5 [1oAKNHYMTE 3TOT




@ v Oucnetyep cepepos * NPAS

?)\ CEPBEPbI

IEE MNaHenbt MOHWTORKWHrE Bce cepeepol | Boeros 1

i NokansHell cepeep = =

_ uemp p B @~
BE EBce cepeepol

Ial AD DS Fnas c;pﬁepa |Pvd-anpec ¥npaenremocTs

é‘: DMNS m
?:'-. NPAS AoBaeEnTe POAKW M KOMNOHEHTH

JasepwuTe paboTy NOKANEHCIo CEpEEpa
Eﬂ Cnyxa ceptudkanmm...

- - FI'IFIE EASHWE KOMNBHTEDOM
BE Qaiinoesle cayxBel 1 cn...
rCI,ﬂ,K.r HOHEHWE K YAANneHHDMY :IEI'EICI-EH}’ cTony

Windows PowerShell

Hactpolika obbegMHEHWA CETEBRIX KApT

Cepeep NoAWTUEN CETH —]

¥NpaenATh KakK..

COBbITY 3anyCcTTs CHETYMKM NPOMIE0AMTENEHOCTH
PRy
Bee cobui ObHoBWTE -
e Konvpoeats

" 802.1"



€ Cepeep cetesti noauTuE = O i

Tain  fedcTene  Bug  Cnpaeka

|7 HE

@ MPS (MokansHo) NPS [Mokaaeno)
w || RADIUS-knmeHTE M cepBep
ﬂ RADIUS-kAneHTEI MpucTynasn k paGote
35 Tpynnsl erewwnmx RADI @ Cepeep nonuTikK cetk [NPS] noseonseT cozaate M 3a0efcTEOBATE NOAWTHKM A0CTYNE K CETH Ha YpoBHe

» E] Tonutukm OpraHK3auHKd Ha OCHOESHKH NPOEEPKH NOAAMHHOCTH M AETOPHSalMH 3anpocoE Ha NogE AnYEHHE.

'JE YUeTHBIE AdaHHbIE

5> Ml ¥npasnedne wabnoHamu
CranaaprtHan kondurypaumna

BriGepTe CUEHAPMA HACTPORKM M3 CMIMCKAE H WENKHWTE CCEINKY CHWEY, Y0k OTKPEME MAacTEP CULEHapHA.

FADIUS -cepeep 4nA GECNPOBOGHER MM KaSENEHEE NOAEMOYEHMA NO CTAHAAPTY Ge30nacHD

FaDIUS-cepeep 0,09 NOGE TDYEHWRA

Dl d 1k 2HbL dunapTy Geso

Hacrpauean MPS kak BADIUS-cepeep ana nogkmoueHWi 802,13, Bel COZ0AETE CETEBRIE NOAMTHKM,
pazpewatire HPS BeINoiHATE NPOEEPKY NOAAMHHOCTH M AETORMSAUWID NOAKANYEHWE 0T TOYek
GECNPOBOAHOND LOCTYNE M KOMMYTSTOROE NPOESPKH NOQAMHHOCTH [Takxe Hasieaetbi: BADIL Sk aqeHT aru).

n HacTpobika 802 72 n JononHWTENBHEIE CEELEHIA

JlononHMTENBEHAA HAacTpoMKa

Hactpokka watnoHos




"RADUIS-"

Hactpoika 8021

BbibepvTe Tvin noaroveH A 802,1X
]

— - |

Beeaure THN noarkmoveHud 802 1x:
(®) EesonacHbe GecnpoBonHEIE MOLKIONEHUSA

MpK pasBEpTEIEAHMK TOYEE, SecnpoEooHora gocTyna 802,15 & ceTH cepEep CETEBRIR NonMTHE [MPS]
rOMKET NPOBEQATE NOQAMHHOCTE M AETOPMS0BSTE 3aNpockl Ha NOLKAKMEHME KIWEHTOE GecnposaaHIH
CETH, MOAKDYAH0WMACA YEPES TOYKM AOCTYMA.

() BEezonacHee KaGensHele noggamueHua [Ethermet]

MNP pasBepTEIEAHMI EOMMUTSTOPOE NPOEERKM NogAMHHOCTH 8021 B ceT cepBep CETEBRIR NONMUTHE,
[MP5] Mo#eT NpoEEpATE NOLAMHHOCTE 1M SETOPM30EATE SaNP0CkE! HA NOOKMOYEHHE KNMEHTOE Ethernet,
MOLKMOYSHWL MACA YEPES TOYEM KOMYTSTORA,

ETEIT CTEHAARTHBEIM TEKCT MCNOABSYETCA KAk YACTh HMEHK Ka#aoM NOAMTHEK, COS0AEAEMON 3THM MACTEM0m.

Bel MoxeTe MCNONES0BATE DTaHU.aFITHbII:i TEECT WNH HEMEHHMTE Ero.

i

Hazag I] Hanee CoToen OtraeHa




Hactpoiika 802, 1% et

'
. d ¥RAMHTE KOoMMyTaTope! 802, 1% 1N BeCnpoBOAHDR TO4KK 40CTyna (RADIIS-KNHEHTED)

l YraxmITe KOMMyTaTopbl 802.1X

RADIUS-kAMeHTEl — 3T0 CEpEEphl CETEBOMD AOCTYNS, TAKME KAk, KakkUTSTOpE! NPOBERKM N0 AMHHACTI M
AecnpoBogHee TovkK goctyna. BADIUS-KAMeHTEl HE ABAAKITCA KAMEHTCKMMM EOMOBHTERIrIM,

Yrotkl yrazare BADILS -kaueHT, HakmuTe kHonky dodasuTe".

RADIUS -k aMeHTH:

| JofagTE. .. I

WatieHMTE. .

Hpanre

Hazan Hanee [oToEnD OTrEHA

SoftWLC RADIUS AD



Hoeeid RADIUS-gnmeHT

MNapateTpel

BEIGEpHTE CULLECTEURIWLIME WAk noH;

MrA 1 aapec
MoHATHOE MkA;

| wifi_zoftwlc

Aapec [|P Wi DMS]:
192.168.84.60 MpoBepMTE. .

QAWM cerpeT
BriGepTe cUllECTEYMILIME WaknoH o6l My Cek peToE:

OTCyTCTEYET w

Yrofkl BEECTH OOWMIA CEKPET BPYYHYD, WEMKHWTE "B pyyHyin’. YTote
SETOMETHYECKM COZ0aTE 00WMEA cekpeT, wenkHuTe 'Cozgate’’. HeoSxogmro
HacTpouTe BADILS-EAMEHT © EEBIEHHEIM S0ECE DOLMM CEKPETOR. B 06w
CEKPET a4 YYHUTEIBESETCA PEMMCTP CHMBONDE.

(®) BpyuHyio () Cozgare
QAWM cekper:

MNogTeep#kaeHUe o8WEro cerkpeTa:

Orhaena




Hactporika 802.1X

l YRamwTe KOMMyTaTopbl 802.1X

| YIEMHTE KoMy TaTopel 802, 1% MnK BecnpoBoAHOR To4YKK A0cTyna (RADILS-KnHMEHTE)

RADIIS-¢nKeHTEl — 3TO CEPEEPEl CETEEOrD AOCTYNAE, TAKME Kak, KOkUT STORE! NPOBERKKM N AMHHOCTH 1
fAecnpoEogHee TodkK goctyna. RADIUS-KaMeHTEl HE ABNAKTCA KAMEHTCK MMM EOMMOBKTERARM,

Yrofkl ykasare BADIUS-knueHT, Hasmime kHonky ' Ootgasurre.

RADIUS -k nHeHTH:

wifi_goftwlc

| JofBaeTe. .. |

M 3tEHMTE. ..

Hpanre

Hazan Hanee

[oToED OTtieHa




Hactpoika 802,13

HECTDDHKE METOna NpoBepk NOANHMHHOCTIA
‘_,-- =

Brifepure TN paciuMpeHHORN Nposepkl NogaMHHoCTH [EAP] gnn aTol noauTiwgn.

Beeaure [BE 3aBUCHMOCTH OT cnocofa AOCTYNA H CETEELX NapaMeTpoE]:

Microzoft; crapT-kapTa 1MnY MHOA CepTMgME AT e HactpouTe. ..

Hazan Hanee [oToEnD OTrEHA




Hactpoika 802,13

YRaMTE rpyrnnbl Nonb3oBaTenei
]
M

MoNEZ0EATENAM, ABNAHWHMEA YNEHAMH BEIDPAHHER: FRpYNN, OY 48T PASPELIEH MK SENPELLEH
AQCTYM Ha OCHOBE NapaMeTpa PAaspelleHHA A0CTYNa NaNHTHEK CETH.

Hrofkl BRIGpaTE FEYAMNE! NONES0EATENEN, HasktauTe kHonky " dodaewre'". Ecnm rpynnel He BeIGpaHEL, gaHHaA
MOAKTIES NPMMEHASTCA KO BCEM NONES0EATENAM.

["punne HofaeuTe...

Hpanime

Hazan Hanee [oToEnD OTrEHA

Wi-Fi

Bribop: "Mpynna"

BrifepuTe THN ofbekTa:

|||rpl:lnna|| |

TNkl OFLEKTOE. ..

B CNegytall em MEeCTE!

| ekfg.n | PazmeweHue. .

BeEaMTE MMEHA BRISMpaEtBIR OFEEET0E [ODMMEDBI]:

NonbsoeaTe M .IJ.EIMEHEI'

[1poEEpUTE MKMEHA

JonoaHKTE NEHD. . OTrEHA




HacTpoiika 802.1% x

- YKaxMTe rpyrnbl NMonb3osaTeneii
]

MoNE30ESTENAM, AENAHILLMMCA YNEHaMH ERISpPaHHED: Fpynn, By AET DASPEWEH MK SaNpELLEH
AOCTYM Ha OCHOBE NApamMeTpa PaspelleHa A0CTYNa NONMTHEK CETH.

e |

Yrobk! BRIGPaTE MPYNMEl NONES0EaTENEH, HasmuTe kHoNEY " dogaewTe". EciM rpynnel He BeIOpaHe!, LaHHaA
MOAHTIE S APMMEHASTCA K0 BoEt NONbS0EETE 1AM,

Mpynnel | HofaEuTe. . I

EKFGONonez0BaTENM QOMEHS

Hpanre

Hazan Hanee [oToED OTtieHa




Hactpoiika 802, 1% et

I HacTpoiika napamMeTpoB ynpaeneH A Tpagrkom
]

AnA YNpaEneHA CETEERIM TPadHIKOM PEKOMEHAYETCA HCNONES0EATE BMPTYaNEHEIS

i - NakaneHelEe C2TH W CAMCKH YNPaeneHHa A0CTYMOM,

Ecnu BADIUS-kaueHTel [ToukK SecnpoBogHOrD OCTYNa M EOMMYTATOPE! NPOBEPKM NOGMMHHOCT )]
NOANERAHEST HAZHAYEHME YNPAENEHWA TRADHEORN C MCAONES0EaHHERN ATRMAYTOE TUHHERA RADIIS , moskHo
SANATE 3T STPHAYTE! 30eck. ECiM STPHMOYTE 3303HEl, CEPEED MOAMTHEW CETH NPEANHCEIBIET
RADIUS -k AMEHT &k NpMEHATE 3TH NARAETPR K 33NPp0catd Ha Nodk AYEHWE, NpoLLEdlLde NpoBEpEY
NONAMHHOCTH W SETORMSaLMHI.

E cnu ynpaeneHue Tpagukor HE MCNONb3YETCH MK Bro HACTROMHKEY HYKHD OT N0RHMTE, HAHMHTE EHOMEY
Hanes".

HacTpofika ynpasneHs Tpadmgor
Yrofkl sanaTe STPUOYTE YIPABAEHMA TPARKEOM, HasktuTe kHoMkY "Hactpoure''.

Hazan Hanee [oToEnD OTrEHA




Hactpoika 8021

Co3zfaHve 3alLiLeHHbIX MPOBOAHbLIX 1 BecnpoBoAHbIX
J ' noakntodenniA IEEE 802.1X v RADIUS-kKnveHToB

— - |

HenewHo cozgaHel CNSQYIWLME NOAKTHEM 1 HacTpoeHel BADIL S-aueHTeL

* Yrofkl NpoctOTRETE LONOAHHTENEHEIS CESLEHHA O HACTPOMKE B OpaYZEPE N0 YONUSHHKD, WENKHMTE
cohlnky 'CEeAsHUA 0 HacTpolke"".

* Yrofkl MSHMEHWTE KOHDWIYpaUMID, H3®rWTE KHoNkY “"Hasan".

+ Urofkl CORpaHMTE KOHPWYpALMIO M SaKpBME MAcTep, Hasmure kHonky 'ToTtoso'.

RADIUS-kaMeHTH:
wifi_zoftwlc [192.168.54.60)

MNonuTHEA 3aNPOCOB HA NOAKADYEHHE:
wifi

CeTeBne NOAWTHEM:

wifi

CEE1EHWA O HACTDOMNKE

Hazag Hanee [oToBEo OtraeHa




i AMcnetyep cepeepoe

@ v Hucnetuep cepaepos * AD DS

gl CEPBEPbI
i

Bce cepeepnl | Beero: 1

I55 Manens MoHWTOpKUHTA

B lokaneHsli cepeep - =
- Duasmp ol E v H¥
BE Bce cepeeprl

Ial AD DS nas -.:E:usepa IPvd-agpec ¥npaenremocTs
JoBaEnTs ponu M KOMNCHEHTRI

L nPas

JaeepwnTe paboTy NoKanEHoro Cepeepa
L CayxBa cepTudukaymu...
— FI‘IFIEB\J'IEHH'E' EOMMNBHOTEROM
NE Daiinoseie cayxOel 1 ci... P
rCI,CI,IU HOHEHWE K YAaneHHIwMY :Ia’EICI-E"J}" crony
Windows Powershell

Hactpolika obbegMHeHNA CETEBRIX KapT

Active Directory - gomeHsl u gosepue

Active Directory — caidtel v caysbnl

COBbITHA Dcdiag.exe
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CEOMCTEA HOBOMD LWIAANoHa

HuppogaH4e ATTECTALMA KAYEN MraA cuffeekTa Cepeep
TpetoBaHHA BElnayM YHeTapeswie watnoHe! Pacwiperia B esonacHocTe
COBMECTUMOCTE Ofwme apatoTka sanpoca

OTofpasastane WA WasnoHa:
i

MR watnoHa:

wifi

MNepyog AefCTEWA; Mepyog, oAHOENEHMA;

[ e [ e~

OnydnqKoEaTE CepTHPKEAT B Active Directory

[ ]He vcnonsaosate SETOMATHYECKYI NEPESAABEY, ECAM TAK0H CEPTUEHEAT Yike
CyYWecTEYET B Active Directary

2k, MpHrEHHTE Cnpaeka




CEOMCTES HOBOMD LWAANOHA

llppoEaHe ATTECTALMA K.Y MraA cyffeekTa Cepeep
TpefioBaHHA BbdaqM HeTapeswe watnoHe Paciwupenia EeszonacHocTe
COBMECTUMOCTE Dawme UfpatoTka sanpoca
Uenk: Mognuce M WHPPOESHHE e

HaanATe oTOSEaHHEIE Ml NPOCOOYEHHEIE CERTHRMEATEI, HE apHMEMpYRA
B K. H0uKTE CHRMETPMYHBIE 3AMGRMTRE, DaSpelleHHEIE CYBBEKTOM

[ ] Ap¥HEMPOEATE SAKPEMEI K4 cyfberTa

PazpellTe 3KCNoOpTHROBATE SaKpEMEIN Kilkoy

JAHOENATE © MCNONES0BaHMER TOMD e Kiiya [7]
E £/l HEBOSMOKHD COZAATE HOBEIA KU, TO 009 AETOMSTHYECKOrD OGHOENEHMA
CEPTHDMESTOE CMAPT-KEPT CNEAYET MCNONBS0EATE CULLECTEYRILMEA Koy [7]
Mpu Nogave 3a96KM LNA CYTEEKTE M MCNONES0ESHHM SaKPETOro KAKYa ero CepTHemHEaTa
CABAYET:
(®) MNopaeate saABKY ANA CYFLEKTA, HE TPEGYA BEOAA AaHHLN

() 3anpalLkBaTE NONES0BATENA B0 BPEMSA PEFHCTPALHK

O nl:lH PEFHMCTRALMK BRIEQOMTE SaANpoc 14 TDEﬁDEFEITb OT NONEI0EITENA OTEST, ECNH
MCNONE3YETCA SAKPBTBIN KoY

* AnereHt YNpaeneHWa OTENKYEH M3-33 NapardeTD0E COERMECTHROCTIH.

2k, [N pHrHEHHTE Cnpaeka
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LppoEaHIe ATTECTALMA KTOYE HMran cytfeekTa T pefioBaHWA BI1AYM
O6wme CoBMECTUMOCTE fpafioTka zanpoca
HeTapeswe watnoHe FacwpeHia EesonacHocTe Cepeep

rl:l':]l'll'lbl AW NONES0ESTENM!

82 MNpoweawue nposepky
a AAFMHHCTPATOR
82 AprunncTpatope gomera [EEFGIAAIMUHMCTpaT opel nomeHa)
g MNonesoearend gorera [EKFGDVTones08aTen4 gomeHal
82 AprunvcTpatope npeanpuatid (EKFGOMAGMUHHCT paTOPE! NpEanpUATHA]

JNoG5aeuTe. .. Hoanre

Pazpewerda onA rpynned ' ToneS0EaTENM gokeHS' FPaspewwTe 3anpeTime

MonHeE gocTyn ]

YreHHe
Januce
Janera

RO
ooooo

ABTOMETHUECKSA NOLAYS SaAB0K

UTofibl 3308Th 0C05EIE PASREUEHMA WA NApaMETPEl, HEKMWTE KHOMEY
" MononHuTensHo'! HononHuTensHo

] MNpreHHTE Crpaeka
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| WafnoHe cepTrdMEaToE || — p bpytowas ¢ (EFS)

MpoBepka NogRMHHOCTA KAKMERTS, [po..,

¥npaeneHue
MpoEepka NOANMHHOCTH CEPEEDA
CozaaTe > Brigasaemelid WabnoH cepTudikaTta pa...
Wudpyrowaa dainoeaa cuotema (EFS)..
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B " Benwodedue wabnoHos cepTudmkaTos >

BriGepTe ooMH WatnoH CcepTHEKMEATa ANA MCNONES0ESHWA B 3TOM LEHTPE CEpTHRHKALMA [LLC].

anME'—IaHHE. E o cosnaHHEI watnoH CEPTHRMEATS HE DTEIlﬁl:IEl}KEIE.'TCﬂ E CAMCEE, NOA0+AMTE HEKOTOPOE
EBRErA, NOKA HHPOPraLKA O WAGN0HE He ﬁ':l.llE.‘T PENAMUWKPOESHS Ha BCE KOHTROANEDE] 4OMEHA.

He Boe WatnoHel CEpTHRMKATOE B OPraHW3alky MoryT AkMe A0CTYNHE 007 Bawero LC.

JononnntensHyro nHdopmaunio oM. B pasgene O B
Mram HazHaveH1e 2
E IPSec |K.E -nocpeagHu9E, |P-fesonacHICTH
E |PSec [aBToHORMHEI Sanpoc] |K.E -nocpegHuE, |P-fesonacHoCTI
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E AreHt perdcTpauki Exchange [aBToHOMHBIN 3anpoc] AreHT sanpoca cepTHhuEaTa
5 Brog co CHISOT-K SOTOR MpoE&pka NOLAHHHOCTH KiuerTa, Brog co cmam
b— - . . —
£ >
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Take graphical screenshot
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HacTpokka NoAMTHIEM PErMCTRALHH

AETOMaTHYECKAA PECHCTPAUMA CEFITHEI:IHKEITEIB NoNE30EaTENEA H
EOMOERITEPOE
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[ ] 96HOENATE cepTHEMKATE C HCTEKILMM CPOKOM AEHCTEHA HAW B
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102 %
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3anATYHI [, ), Hanpumep: “spaHune], $paHunMWe s, spaHHnmHwes"

[ ¥BeAoMIATE NONEZ0BATENA OO MCTEYSHHM CPOKa ASHCTEHA
CEpTHRMKATOE B MOEM XPAHHIHLLE NONE30EATENA H KOMNEHITEDS

|| OTMEHA MpHMEHHTE
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